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Documentation: File and Storage
Services

1. Introduction

File and Storage Services are a core component of Windows Server, enabling the
organization, management, and provision of files and storage resources within a network.
They provide mechanisms to efficiently store, share, replicate, and synchronize data.
Key functionalities include:

File sharing

Storage management

DFS (Distributed File System)

Work Folders

2. Distributed File System (DFS)

2.1 Definition

DFS is a service that allows file shares across multiple servers to be unified into a single
logical namespace. Users see a consistent path, regardless of which server actually stores
the data.

2.2 Components

DFS Namespace:

Organizes shares into a hierarchical folder structure.

Users access files through a single path (e.g., \Company\SharedData).

DFS Replication (DFS-R):

Replicates data between multiple servers.

Synchronization occurs over the network with an efficient delta-transfer mechanism.

2.3 Advantages

e Simplified user access through a central namespace.
e Redundancy and high availability via replication.
e Load distribution across multiple servers.

2.4 Typical Use Cases

e Large companies with multiple locations.

e Redundant file shares for critical data.
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e Synchronization of project files across departments.

3. Work Folders

3.1 Definition

Work Folders allow employees to store personal work files on corporate servers and
automatically synchronize them with their Windows devices.

3.2 How It Works

e Users save files in a local Work Folder.
e Changes are automatically replicated to the central server.
e Devices can work offline; changes synchronize when the device reconnects.

3.3 Advantages

e Supports Bring Your Own Device (BYOD) scenarios.
e Automatic backup and centralized management of work files.
e Security through centralized policies and encryption.

3.4 Typical Use Cases

e Remote work or mobile workplaces.
e Synchronization of project data across multiple devices.

4. Conclusion

Windows Server File and Storage Services provide powerful tools for centralized file
management while ensuring user convenience and data security.

e DFS is ideal for structured, central file shares across locations.

e Work Folders allow individual work files to be securely stored and synchronized
across devices.
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Demonstration: Distributed File System

(DFS)

Purpose of the Demonstration

In this live demonstration, We will showcase how the Distributed File System (DFS) works in Windows Server
and how it can be implemented in an enterprise environment. The goal is to demonstrate the use of DFS
Namespaces and DFS Replication to create a centralized, highly available file structure.

Demonstration Contents

1. Overview of the Environment

a.
b.
c.

Windows Server systems
Preconfigured file shares
Active Directory environment

2. Creating domain Server

a.
b.
c.

mTae~o o

[—

©c =53~ F

Rename Server “Server1”

Restart Server

Ethernet Setting > Change adapter options > Ethernet > Properties > IPv4 >
“Use the following ip address”

IP address 192.168.10.101

Subnet Mask 255.255.255.0

DNS 127.0.0.1

Open Server Manager

Tools > Add Roles and Features

Next > Next > Next > Server Roles : check box at “Active Directory Domain
Services”

check box at: DNS Server > Add Feature > Next > Next > Next > Next > Next
> |nstall

Open “Aktive directory domain services configuration Wizard*

Klick “New Forest”

. Enter Domain example : “Ime.lu”

Add Password ******** > Next > Next > Next > Next > Next > Install
restart


http://lme.lu
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Creating a DFS Namespace
1. Open Server Manager.

2. Goto “Roles and Features”.
3. Click Next until you reach the Server Roles selection.

[ Add Roles and Features Wizard — O X
S | _t = | DESIT|\I.»°|T|ON_\S ERVER
eleCt server roles WIN-TAOIGIGMKKR

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
|_| Active Directory Federation Services DFS_REP“CEU_DF! is a multimaster
[] Active Directory Lightweight Directory Services replication engine that enables you
I:l Active Directory Rights Management Services to synchronize folders on multiple
[] Device Health Attestation servers across local or wide area
Confirmation [[] DHCP Server network (WAN) network
[C] DS Server connections. It uses the Remote
[] Fax Server Differential Compression (RDC)
4 W] File and Storage Services (1 of 12 installed) protocol to update only the portions
4 File and iSCS| Services of files that have changed since the
File Server last replication. DFS Replication can
[[] BranchCache for Network Files be used in conjunction with DFS
[ Data Deduplication Mamespaces, or by itself.

DFS Mamespaces

DFS Replicatiol

[] File Server Resource Manager

[ File Server VSS Agent Service

[] isCSl Target Server

[] iSCSl Target Storage Provider (VDS and WSE
[ Server for MFS

< Previous | | Next = Install Cancel

4. Add

File and Storgae Services
File and ISCSI Services
DFS Namespaces

DFS Replication
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Select one or more roles to install on the selected server,

Roles

[] Active Directory Certificate Services
[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
] DHCP Server
[] DS Server
] Fax Server
FR[CINFile and Storage Services (1 of 12 installed)
I [] File and i5CSI Services
+f| Storage Services (Installed)
[] Host Guardian Service
[] Hyper-v
[] Metwork Policy and Access Services
] Print and Document Services
] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
[] Web Server (IIS)

Roles

[ ] Active Directory Certificate Services
[] Active Directory Domain Services
[ ] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[ ] DHCP Server
[ ] DNS Server
[ ] Fax Server
4 [W| File and Storage Services (1 of 12 installed)
I File and iSCSI Service
~f| Storage Services (Installed)
[ ] Host Guardian Service
] Hyper-V
[ ] Metwork Palicy and Access Services
[ ] Frint and Dacument Services
[ ] Remote Access
[] Remate Desktop Services
[ Volume Activation Services
[1 Web Server (IIS)
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Roles

[] Active Directory Lightweight Directory Services ™
[] Active Directory Rights Management Services
[ ] Device Health Attestation
[ ] DHCP Server
[ ] DNS Server
[ ] Fax Server
4 [W] File and Storage Services (1 of 12 installed)
4 File and i15C5] Services
File Server
[ ] BranchCache for Metwork Files
[] Data Deduplication
DFS Mamespaces
DF5 Replicatio
[] File Server Resource Manager
[] File Server VS5 Agent Service
[ ] iSCSI Target Server
[] iSCSI Target Storage Provider (VDS and V5S¢
[ ] Server for NFS
[ 1 Work Folders "

Click Install to complete the installation.
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Teil 2: Create DFS-Namespace

1. By using the DFS Management console, a central share path is created, for
example \\firma.local\Daten.
o The console can be accessed via Server Manager — Tools — DFS
Management.

Tools View Help

Component Services
Computer Management
Defragment and Optimize Drives
DF5 Management

Disk Cleanup

Event Viewer

iSC5l Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODEBC Data Sources (64-hit)
Performance Monitor
Recovery Drive

Registry Editor

Resource Menitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)

Windows Server Backup
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2. Right-click on Namespaces and select New Namespace.

% DFS Management ‘ DFS Management

5 .
= Mamesnares

7Y Re Mew Mamespace...
Add Mamespaces to Display... e

Delegate Management Permissions...

Mew Window from Here

Help : Sel

| | Create a namespace to make ¢

@

Select the server on which the DFS namespace will be hosted.

- - .
v i Namespaces

N
Fa \\WIN-TAOIGIGMKKR\L|
&Y Replication <2 \\WIN-T40IG3GMKKR\Daten

Enter a name for the namespace (for example: Daten).

Select the namespace type:

o Domain-based namespace (recommended).

Create the namespace.

After the namespace has been created, the following path is available, for example:
\\firma.local\Daten

Part 3: Adding Folders to the Namespace

1. Open your DFS namespace in DFS Management.

2. Right-click the namespace and select New Folder.

Fau Ben
s
Mew Folder...

3. Assign a name to the folder (for example: "Projects").

4. Click Add Folder Target.

10
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Mew Folder

MName:

Wiirth Eric, Simon Max

et

Preview of namespace:

|\\WIN-T-10IG3GMKKF{\Daten\

Folder targets:

Add...

Cancel

5. Select a real shared folder (for example: \\Server1\ProjectsS).

TSNS DRV . 18 0

Mew Folder

Mame:

|Projekle

Preview of namespace:

|\\WIN-T-iOIGBGMKKH\Daten\ijekte

Folder targets:

SWIN-TA0IGIGMKKR Projektes

oK

Cancel

Important: The folder target must be an existing NTFS share.

11
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Part 4: Configuring DFS Replication

This will automatically synchronize data between servers.
Create a replication group:
e DFS Management — Replication

1% DFS Management. - o X
e nHE =
& OFsMemsgemert Actions
D{j Namespaces T | -
T Replication Name
“There are no items to show in this view.
»
New Window from Here
[d] Refresh
|5 ExportList..
Help.
Right-click and select New Replication Group.
74 DFS Management - a X
& %
Actions
Replication -

8% New Replication Group..
ere are no
Add Replication Groups to Display. Ay AddRepl

Delegate Management Permissions. Delegate Management .
Disable Topology Verification Disable Topology Verif
View > View »
New Window from Here New Window frem Here

Refresh |6 Refresh
Export List... [ Export List.
Help Help

Starts a wizard to create a new replication aroun.

Select the replication type:
e Multipurpose replication group (Multiple Master — default)

12
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Steps:

Replication Group Type

MName and Domain

Replication Group Members

Topology Selection
Hub Members

Hub and Spoke Connections

Replication Group Schedule

and Bandwidth
Primary Member

Folders to Replicate

Review Setings and Create

Replication Group
Confimation

Select the type of replication group to create

@® Mutipurpose replication group

This option corfigures replication between two o more servers for publication,

content sharing, and other scenarios

(O Replication group for data collection

This option configures two-way replication betwesn twa servers. such a8 &

branch server and a hub (destination) server. This allows youto callect data at
the hub server. You can then use backup saftware to back up the data on the

hub server.

Previous

Next > Cancel

Enter a name for the replication group and specify the domain.

13

Steps:

Replication Group Type
Name and Domain
Replication Group Members
Topology Selection

Hub Members

Hub and Spoke Connections

Replication Group Schedule
and Bandwidth

Primary Member
Folders to Replicate

Review Settings and Create
Replication Group

Confimmation

B _ MNew Replication Group Wizard

=
gt_‘%‘ Name and Domain

Type a name and domain for the replication group. The name of the replication
group must be unique in the domain that hosts the replication group

MName of replication group:

| Projekte|

Optional description of replication group:

Domain:

WORKGROUP

Browse

< Previous

Add the servers (for example: Server1, Server2).

Select the primary server.

Mext =

Cancel
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) Mew Replication Group Wizard - | X
E P
4 Primary Member

Select the serverthat contains the content you wart to replicate to other members.
‘This server is known as the primary member.

Sieps:

Replication Group Type
Name and Domain Prmary member-
Replication Group Members SERVERT

Topology Selection -
@ Fthefolders to be replicated akeady exist on multiple servers, the folders and
Replication Group Schedule = files on the primary member will be authoritative during initial replication
and Bandwidth
Frimary Member
Folders to Replicate

Review Settings and Create
Replication Group

Confimation

< Previous Next > Cancel

e Specify the folder to be replicated.
e Specify the target folder on each server (for example: D:\Data).
e Configure the replication schedule and bandwidth (default: Always / Full bandwidth).

Note: DFS may take a few minutes before replication starts.

Part 5: Client Configuration and Access

Prerequisites

Before a client can access the Distributed File System (DFS), the following requirements must be met:
e DFS has been correctly configured on the servers.
e A DFS namespace exists (for example: \\firma.local\Daten).
e Folder targets are configured and point to both file servers.
e The client computer is a member of the same Active Directory domain.
e Appropriate permissions are configured:
o NTFS permissions on the target folders
o Share permissions on the file shares

o DNS name resolution is functioning correctly (the client can resolve the domain and file servers).

14
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Connecting the Client to the DFS Namespace

1. Open File Explorer.
2. Right-click on This PC.

3. Select Map network drive.

A Ho- o Nauvirac and dArivac

®

Expand
ol

(]

5 @ On Open in new tab

Open in new window
ol De Add a network location
4 Do Map network drive...

Disconnect network drive...
P4 Pic Pin to Quick access
0 M Pin to Start

63 vic

AR VR I (V)

Properties Alt=Enter

7 Show mare options

> HTh .
&D W

> W3CD Rename Delete

2items

4. Choose a drive letter (for example: 7:).

5. Enter the DFS namespace path in the Folder field:

\\firma.local\Daten

6. Enable Reconnect at sign-in.

7. Click Finish to establish the connection.

15
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